Code D)( Enterprise

Application Vulnerability Manager

Bundled Tools

Brakeman JSHint

Checkstyle PHP_CodeSniffer

CppCheck PHPMD

ESLint PMD

SpotBugs Pylint

Find Security-Bugs Retire.js

Gendarme ScalaStyle

OWASP Dependency Check

Supported SAST Tools

Android Lint GrammaTech CodeSonar Pylint

Brakeman Gendarme ScalaStyle
CAT.NET IBM AppScan SonarQube
Checkmarx Jlint Sonatype Nexus
CheckStyle JSHint SpotBugs

Clang Micro Focus Fortify Synopsys Coverity
CppCheck NowSecure Veracode

Error Prone OCLint WhiteHat Security
ESLint Parasoft (JTest, dotTest, C++Test)

FindBugs PHP_CodeSniffer

Find Security-Bugs PHPMD

FxCop PMD

Supported DAST/IAST Tools

Acunetix Micro Focus Fortify Webinspect
Arachni Nessus

Burp Suite Professional Netsparker

Cigital (a part of Synopsys) OWASP ZAP

Contrast Security Assess Rapid 7 AppSpider

Software Composition Analysis

Black Duck (by Synopsys) Retire.js Synopsys Protecode
OWASP Dependency Check Sonatype
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Other Supported Tools
AlienVault Microsoft Threat Modeling

Git SD Elements
Jira Software

Standards and Compliance Mapping

7PK (Seven Pernicious Kingdoms) Mobile OWASP Top 10

CERT Coding Standards for C/C++ & Java NIST 800-53

CLASP Vulnerability Lexicon OWASP Top 10 Project
CWE/SANS Top 25 Most Dangerous Software Errors PCIDSS

DISA STIGs version 3.1 and 4.3 Software Fault Patterns (SFP)
HIPAA Compliance Check WASC Threat Classification v2
MISRAC
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